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Motivation

* RAS Logs are often the only resource for obtaining clues for system failure (or
system abnormality).

* Ever-increasing volume of Logs is beyond the capacity of manual analysis by
humans.

« Console logs are mixture of free outputs from many open source packages.

 Rendering unstructured RAS logs in intuitive and human friendly format is
greatly desired. oo
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Properties of RAS Logs

|rregu|ar e Event occurrences are irregular, often come in bulk.

e The same root cause triggers different observations of
many components.

Redundancy

e Some event types are inherently correlated.
e Can be used to confirm the situation.

Implicit Correlation

e Many Messages embed pair wise relations.
e Messages are clustered based on the user application.

Implicit Context
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RAVEN:

RAS data Analysis through Visually

Enhanced Navigation
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ControlPanel

beersource

pick
—beer

deadiock timeaut
= bemel panic
—uzre
= machine check exception
— node heartbeat fault
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Information Panel

RanL0g] Aplog | beer | deadiack tmeout | kemel panic | node heartheat faut | outof memory | segtault | job

tme 2cmn
070523 beer:cpu_id :nid 4, cpu 0 has been unresponsive for 200 seconds.

070523 LustreEor: 761.0:pUing_tx 470 Kptin b callback() Portals erfr 1 12345-44 @l PTL_EVENT_SEND_ENDIG)

MB10L1331240 fal=PTL_NAL FALEDIA) uniinked=1
070523 LustreEor. T61.0(pling_tx 470 kpUin  collback() ortls erfor to 12345-4@pU. PTL_EVENT_SEND_END(S) tr=f8103/6 739500 fll-PTL NAL FAILED(3) uninked=1

070523 Lustre. 3976 04ptin s putraceto

070523 beer:cpu_id :nid 47, cpu 0 has been unresponsive for 240 seconds

070523 beer: cpu_ia 9 nid 131, cpu 0 hs been unresponsive for 240 seconds




RAVEN At a Glance

Raven is a system independent tool

e Database Driven (MySQL)
e Configurable through XML files.

RAVEN is GUI tool.

e Frontend Interface is written with Qt4.6
e Graph Plotting is written with Qwt5.2

RAVEN has been ported to

e Cray XT5 (Jaguar, Kraken)
e |IBM BG/P at ANL (Underway)




RAVEN RAS Events for Cray XTS5

CO n SO | e e Lustre, BEER, Segfault, OOM, MCE, Kernel Panic, etc.

e Link Inactive, Deadlock Timeout, uPacket Squash
Netwatch (off), etc.

e Node Heartbeat Failure, Seastar heartbeat failure,
Node voltage fault, Verty health check fault, etc.

Consumer

A h d e Application Name, User ID, Duration of Run,
pSC e Allocated Nodes, ResID, etc.




RAVEN Backend Database Design

| System v
v
RAYEN RAS Log Backend Design “|RawData ¥ _| ResourceType D INT
ID INT ID InT 41 O Name VARCHAR(4S)  |40— — | Session v
> NodelD INT /2 SystemID INT : v : ID INT
DataTime DATETIME Name VARCHAR(4S)  B1—' | primary | | StartTime DATETIME
TimeStamp INT v EndTime DATETIME
owt L - |
LogEntry TEXT | PRIMARY | > SystemID INT
v | FK_ResourceTypel | __ . v
PRIMARY I - : 1 PRIMARY
RawIndex I T | A FK_Session1
I | | EventType v =
FK_RawDatal | 1 | 4
| Iy | | " IDINT T
| ] Node v : > SystemID INT :
: D INT | | MName YARCHAR(45) I "] Aplog v
" | NodeMapping v |__ oy |oSystemDINT L _! ParentID ¥ ARCHAR(45) : ID INT
1D INT Name VARCHAR(45) \/ I AppRunID INT
> NodeID INT > ResourceTypelD INT PRIMARY | StartTime DATETIME
AlternateID 1 INT v FK_System1 | EndTim e DATETIME
AlternatelD2 Y ARCHAR 45) lf ~ Hprmery === L : : StattTineStamp INT
AlternatelD3 ¥ ARCHAR{ 45) | FK_MNodel | K | EndTimeStamp INT
CabinetRow INT | FK_MNode2 | ~] Events v : AppMame VARCHAR(45)
i UserID INT
ﬁtm:m:u?n " - : 1D INT | ModeList TEXT
de:czzmn INT ' > TypelD INT ' v
Chassishium ber INT ' * sessionlD INT : PRIMARY
' ' DaeTime DATETIME
Slotumber INT | TimeStamp INT |
MNodeMumber INT | : T :
v - 1< requency S B
PRIMARY > Nodeld INT
FK_NodeMapping 1 v
PRIMARY
eventsIndex
FK_Eventsl
FK_Events2
FK_Events3




RAVEN Frontend

8066

File Edit View Help
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Pa n e I Raw Log | Aplog | beer \vdeadlock timeout | kernel panic \vnode heartbeat fault = out of memory | segfault  job

Control Panel
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OAK anan_na_Jan na-nc -ac
\*_wﬂ\ [ e R i} ‘

eer source
fime- | ane
X a 1 |07:06:23 beer: cpu_id 9: nid 44, cpu 0 has been unresponsive for 240 seconds
— picl
= beer 2 |07:06:23 LustreError: 761:0:(ptlind_tx.c:470:kptlind_tx_callback()) Portals error to 12345-44@ptl: PTL_EVENT_SEND_END(9) tx=ffff8101ff3ala40 fail=PTL_NAL_FAILED(4) unlinked=1
deadlock timeout
3 07:06:23 LustreError: 761:0:(ptlind_tx.c:470:kptlind_tx_callback()) Portals error to 12345-44@ptl: PTL_EVENT_SEND_END(9) tx=ffff8103f8739600 fail=PTL_NAL_FAILED(4) unlinked=1
— kernel panic
- 4 |07:06:23 Lustre: 3976:0:(ptlind_ptitrace.c:38:kptlind_ptitrace_to_file()) dumping ptitrace to tmp/inet-ptitrace.1264853183.25966
~ machine check exception | 5 |07:06:23 beer: cpu_id 9: nid 47, cpu 0 has been unresponsive for 240 seconds
= node heartbeat fault b 4
6 |07:06:23 beer: cpu_id 9: nid 131, cpu 0 has been unresponsive for 240 seconds p 1
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Application

8066

File Edit View Help

co Cc1 c2 c3 ca c5 C6 c7 c8

Information Panel

o
(x

Control Panel o) x
Raw Log | Aplog | beer ‘ deadlock timeout ‘ kernel panic ‘ node heartbeat fault | out of memory ‘ segfault | job |
) 2040-0-30 0705 15 | epicaton vew .
time | c13-2c256n2
. A 1 | 07:06:23 beer: cpu_id 9: nid 44, cpu 0 has been unresponsive for 240 seconds
— pi
= beer 2 |07:06:23 LustreError: 761:0:(ptlind_tx.c:470:kptlind_tx_callback()) Portals error to 12345-44@ptl: PTL_EVENT_SEND_END(9) tx=ffff8101ff3ala40 fail=PTL_NAL_FAILED(4) unlinked=1
deadlock timeout .
3 |07:06:23 LustreError: 761:0:(ptlind_tx.c:470:kptlind_tx_callback()) Portals error to 12345-44@ptl: PTL_EVENT_SEND_END(9) tx=ffff8103f8739600 fail=PTL_NAL_FAILED(4) unlinked=1
— kernel panic —
e 4 | 07:06:23  Lustre: 3976:0:(ptlind_ptitrace.c:38:kptiind_ptitrace_to_file()) dumping ptitrace to tmp/inet-ptitrace.1264853183 25966
~ machine check exception 5 |07:06:23 beer: cpu_id 9: nid 47, cpu 0 has been unresponsive for 240 seconds
= node heartbeat fault b4
6 |07:06:23 beer: cpu_id 9: nid 131, cpu 0 has been unresponsive for 240 seconds
\ “ ool -




Case Study: A Flood of Lustre

Messages
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Raw Log | Aplog | beer | lusre | kernel panic | deadlocktimeout | machine check exception | outof memory | segfault

link inactive | node voltage fault | node heartbeat fault |
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And a Flood of BEER Messages
Together

806 X! Raven

File Edit View Help
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Control Panel & X |Information Panel -]
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Pointing to a Single Router Node

(SXSXS) X Raven
File Edit View Help
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Control Panel & X |information Panel 8 x
Raw Log | Aplog | beer | lusre | kernelpanic | deadiocktimeout | machine checkexception | outof memory | segfault | linkinactive | node voltage fault | node heartbeat fault | job |
9-0c0s5n3 -
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15 'J
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beer: cpu_id 9

LustreError: 761:0:(ptlind_tx.c:460:kptlind_tx_callback()) Portals error bo 12345-0752@pt/L: PTL_EVENT_SEND_END(Q) tx=ffff8103f00b7900 fai

LustreError: 25234:0:(events.c:55:request_out_callback()) @@@ type 4, status -5 req@ffff810038c03400 54937740 0400-

Lustre:

Lustre:

Lustre:

nid 9752, cpu 0 has been unresponsive for 240 seconds

26016:0:(ptlind_ptltrace.c:38:kptlind_ptitrace_to_file()) dumping ptitrace to tmp/inet-ptitrace. 1260839144.25237

Request x549377 sent from widow0-05T007 6-cse-fff8L0350bbe00 bo NID 10.36.227.23@o2ib 241s ago has timed out (limit 600s)

idow0-0STOO!

=PTL_NAL_FAILED(4) unlinked=1

Widow0-0ST007 6osc-fff8103150bbc00: Connection to service widow0-0ST0076 via nid 10.36.227.23@o2ib was lest; in progress operations using this service will wait for recovery to complete.

UUID@10.36.227.23@02ib:28/4 lens 128/256 e Oto 1 dI 1260839503 ref 2 fl Rpc




Case Study: BEER Messages Between
Nodes of the Same Application

806 X| Raven

File Edit View Help
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Control Panel o/x Information Panel o
Raw Log | Aplog | beer | lustre | kernel panic | deadlock timeout | machine check exception | out of memory | segfault | link inactive | node voltage fault | node heartbeat fault | job
e 2009- 10 1 00 28 15 [ beer ®) source| O) destinatian
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T0
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machine check exception |¥ 2009-10-11T17:46:03
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2009-10-11T19:05:09 -

«» 2009-10-11719:25:10 v
Snn0 18 11TAACA 2T



BEER Messages Between Nodes of
the Same Application

806 X| Raven

File Edit View Help
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BEER Messages Between Nodes of
the Same Application

806 X| Raven

File Edit View Help
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Next Step

* Provide live feed of RAS Events into RAVEN
* Incorporate a richer set of RAS event types

- Embed a intelligent module that sifts abnormal
signatures from live feed of logs

— Cluster of nodes showing abnormal behavior.
— Time interval showing abnormal behavior.

— Job showing abnormal behavior.

— Etc.

* A Web-based RAVEN is under development.
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