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HPC Services for MeteoSwiss

« Maintenance of a 24 /7 mission critical infrastructure within a
research environmnent

— Leverage existing infrastructure where it makes sense
- Mid-term storage and archiving
- User environment (homes, etc.)
— Put in place the required safeguards/failover mechanisms
— Infrastructure, power and cooling
- UPS
- Hardware configuration
— System configuration
— Global systems monitoring (Nagios, Ganglia)
- 24/7 on-call support (Pichetto and external inf. company)
— Close collaboration between both organizations at all levels
- Management
— Operations
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MeteoSwiss

« “"MeteoSwiss is the national weather and climate service for the Swiss
public, for government, industry and science. With our public service we

ensure the basic supply of weather and climate information in
Switzerland.”

» In addition, must provide on-demand monitoring for the Nuclear

Regulatory Agency in the event of a nuclear incident somewhere in the
world.

© CSCs 2013 4 of 21
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MeteoSwiss — some details

COSMO-7 COSMO-2
6.6 km resolution 2.2 km resolution

e

| e— e e

{15 w) bRy

COSMO 2km: 8 times/day, within 25 minutes
COSMO 7km: 3 times/day, within 25 minutes

Correct results required to issue weather warnings in a timely manner
« Must be right the first time (unlike running linpack until success)
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Two Distinct Partitions/One System

Cray XE6

5 Login Nodes

18 compute blades
-24 cores each

72 nodes

144 sockets

1728 cores

16.5 TFLOPS

5 Login Nodes
42 compute blades
-24 cores each

168 nodes
336 sockets
4032 cores
33.5 TFLOPS

Cray XE6
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Albis and Lema Complex Configuration
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Login Nodes

Albis Crayv XE6bm

WF Failover Netwark

510 Nodes ledicated to System and Local Storage

LMET Nocdes to Sonexion

Sonexion
storage

Login Nodes

Lustre Lustre
055 055

CRWWE Failover Metwark

Lema Crav XE6bm

LMET Nocdes to Sonexion

© CSCs 2013
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Albis and Lema Filesystem Configuration

Albis
(production, 1728 cores)

(R&D, failover, 4032 cores)

Lema

Login Pre/Post-processing

Login

Pre/Post-processing

/scratch
/workspace

— ~ 230 TB

GPFS

p/ .
~7.5 GB/s sustained
~30,000 IOPS/s

> Iy
W eLustre — Sonexion

/home
/project

—_ /store

4 copies..
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SLURM for Compute and Pre/Post Proc Scheduling

SLURM

« «Simple Linux Utility for Resource Management»
« Open Source from LLNL

* Free

« Very configurable, extensible

“Classic Cray Environment”
Compute Node SLURM
V
Alps

Compute Nodes

© CSCs 2013

“Converted Pre/Post Environment”

Post Processing SLURM
¥

Direct Access to
Converted Compute Nodes

\Z

Resource Control

10 of 21



<& _ cscs ETH

\" Centra Svizzero di Calcolo Scientifico Eidgendssische Technische Hochschule Ziirich
A\ Swiss National Supercomputing Centre Swiss Federal Institute of Technology Zurich

Problems for Mission-Critical Supercomputing
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Problems with the Sonexion 1300
Management GUI is not very useful in our version

Incorrect installation
— Failover patch not on all servers

Substandard switch hardware installed (unmanaged switches)
— Occasionally froze, needed rebooting

Difficult to administer
- No external ports
— Puppet/certificate setup non-trivial
- No «reliable» performance metrics
— Basically a black box

Apparent communication problems between Cray and Xyratex

No «smooth» upgrade path between 1.0 -> 1.2.1

« Silent Data Corruption (not isolated to Sonexion, Lustre in general)
© CSCS 2013 12 of 21
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Mode Type
MG
MDS
055
055
055
055

Fower State
on
Unknown
On, Offline
on, Offline
On, Offline
On, Offline

Mourted (1)
0

o o o o p

Targets (17) HA Partnier
0 sonex0l
sonex00
sonex03
sonex02

zonex0s

F O S

zonex04
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Mode Cortrol Performance | Log Browser Support Terminal Dashboard Health Configure

File Configure

fsl
fs1-MDTOO00  2013-04-22 15:20:15.0 OST 2013-04-22 15:27:50.0 0585 2013-04-22 15 27:.50.0
E::: ::t'ie %CPU  %KB  Stinodes 055 Name E::': :':t'ie wgpy  Space  Stinodes

Used Used

*AHH HHHA HAkE T T T FE
Operation Samples fsa;:ple c:ﬁ.le Std Dev Units . . .
Horchok Aokonon e
Horcaok Aokonon e
HORAH HORAH AGGREGATE | 0.00 0.00
HORNOK HORNOK HORNOK MAXI MU EEEE3 ROk 155 63,69 l.z0
HORNOK HORNOK HORNOK BRI LI EEEE3 ROk 155 63,69 l.z0
aohonn aohonn aohonn AVERAGE
Hokn Hokn Hokn
Aokonon Aokonon Aokonon
e e e
e e e
Hokn Hokn Hokn
Hokn Hokn Hokn
Hokn Hokn Hokn
fsl-osTo00f  [Rad EEEED EEEED
AGGREGATE | 0.00 0.00 whoa
MAKIMUR | ok ok 155 £2.58 | lan
MIMIBLIM ok ok 155 8257 | lan

AVERAGE
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Reliability of Tools and Scientific Computing

How can you trust your
scientific results if the tools
you use are not 100%
reliable?

Do you make many runs,
then choose a 95%
confidence level from the
normal distribution?

o0 01 02 03 04
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Silent Data Corruption

After going into production, MeteoSwiss started to experience data corruption

Absolutely silent in the Lustre logs, at any level

3 different types of corruption
— Zero size files resulting from a simple untar of text files
— Corrupted data in the middle of files, either zeroes or random
— Truncated files.

Random occurrences in random types of files

Caused MeteoSwiss to send corrupted product output files to their clients

Problem lasted more than 10 months
— First reported in June ‘12
— Cray got involved in August
— Still corruption in February ‘13

© CSCs 2013 16 of 21
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Examples of Data Corruption

SINP Lpsinputlm c.bad

Oxbcod64c
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Examples of Data Corruption

SINP lpsinputlm c SINP lpsinputlm c.ba

00000000 0000

: 90000000800080000000060008000000060000000000000000000800800008000000000000

0071 0af fOb f0d430c f0bf f00f £ 072403 f 00 f 0000000000 004002500 008000000000006000000ABOCA000AN00AA00AA00AAO00A00BOC00ACC00DCOBOI000A000AA0DAA00BA0D0A
ffo4ffe72012f f1a0a1dff18011 affabffaefflaffllfflaz 0d7h081703 } 00800000000000600006000000600000000000600000000000000000000000000000000000000000
) ( ) ) ( 00000000000000000000000000000000000000000000000000000000
00O000OO000O0ﬂOO00OO00OO000000000000000000000000000000
0000000000000000000000000

0000000O00OO00OO0BOO000000OO00O000OOﬂ00000OO00OO00OO00O000000000000000000000000000

O000O00000000O000O00OO0ﬂOO000O000000O000OO00OO000000OO00000000000000000000000000““00““ 0

00O00000000O00OO@BOO@BOO00OO000000000000000006000000000000O000000000000000000000000000
00000000000000000O00OO0300000000O00000000O0000000000OO0000000000000000000000000000000000

000000000000000000000OBBOOBBOO00000000000000OO000000000000000000000000000000000000000000
00000000000000000000000300000000000000000000OO000000000000000000000000000000000000000000
000000000000000000000003000000000000000000000000000000000000

000000000
00000000000 0
ﬂﬂOO00OO00O000O000OO00000000000000000000@000@0
0000000 000000 00
0 0 0 0 0 0 s 0000000000 0000000000 000000000000000000000000
ff1f042bff385c430550ff51ff51ff51ff51ff48&h7d4°7c447h0°39&f405 3a2c38f f3906414b3bf f3cff2c OOﬂ0000000000O000O00OOﬂﬂO000O000OO00O0000O000O0ﬂOO00O000O000OOﬂ0000000000000000000000000
ff2cff26522bf f 34504050401 f3e363f1 521 f Ff413fff44ff39ffo 00000000 00000000000000 CO00EC00000000000000000000000000000000000000000000000000000000000000000000000000000000000
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Examples of Data Corruption

backup. lfffeeesaaaa.
s00d54 Gc0ace656T Faf ffec6965ffsc3bs31cacffacffaceadaffac3zadffaf adsoffsiffssffssif
Scffe 2 65Ffeaff707475Ff7b037f FFf fFEf FFFEFFET 06T FFEFFFFFf 7D FFFFFFEFFFEFFFFFFEETFFF
ffffffffff25ffffff1affffff34ffffffffffOeff43ff54ff1hffffffszff7hffacffffffffffffffffffff
ffo8ffo4f fFfffo0f fLOf fFFff2ff fFFffedf fffffFFffffffFFFfZFFfTLIfFLI FLLT DT fFFfTfaaffFfffa3
ffeeffo1ffe2f fFfff1dffoeff27ffFFffFFfffFfffFFFFFEFFFFffobffIfffanf fffffFEffffffFFfffereef
FEoLf fFfffFFffFFffabffFFffffff2eff16ff6bff10f f43ff77ff77F f FFFFFEFFFFFFFFFFFFFFLcTf7affFf
FETbffFfff2effafffffff12f fo7ffEFffEEFFFEFEFRFTFEFfadfFFEFFFFfFEFFTHfFoRIFFFff26ffFFff26
fflef fFfffffff7of f28f fFFff31ff3affffffffffoeffoOf f1ctf7af f1df fHFffffffFfffazfiffffadffad
FEFfff20f fFFff a1 focf foof f Ffff Ffffffff1dff5Lff7bffOBTf5aff70f fffff7cf{FFff13ffFFff267133
FEFFffFFf f15f f15f f39f fFFf£35F f2bf fFF1fFff 287 f ffffafffffff27ffoaffoLff20ffo7ff2bffffifff
bt fffff24ff32f fo9f fFFff7bf f LI FFEFFFFFFFFFTfEFFFRFFFETTFFIFFF{fRQl {737 f78f f2ef f74f fFf
fEFfffeLff2of fFfffffffoeff7Lf fFf{f70f f3eff10f ffffflcffa7ff60f 62 f49ff3bff66ffFiffffffff
ffffff4cfffofffffffffffffffffffff4?ffffff19ff71ff45ff4hfffffffof31ff30ff18ff4dffffff51
ffffffffffff 7f3f7bed76ff7 2ff70 62ffs 53374

72c5czbffzaffzasczoff2932
Bcc59cf59714d7z4e7sz7551

0x300007b EX

0x30000a8
0x30000d5
0x3000102
0x300012f

cﬁffcO515cff4¢ff4aﬁb437f4aff4c734¢76505455695‘ff5c1453@95Cfchfchffcaﬁfcf?l744b7 ff7|ﬂ4
ff1aff3af fFEffFfffn8f T HFF {36 T FFF T FFFfFEFf3arfFEF T FEffOBf fFEffFFffoof 1T FFffB1T {76767
Fi3ef T EfT T FEF T FfT T FFTfFfTFfT T 207 f4af fR2f 65T FET T FET T FEFTFETTFETTFET T AT TOdf T FETTFE7TFF
fradf T Efrfffrf6hf 7L T FfT {721 T F T T FF1 1687 5711371 {321 T FET T 3FT T FET T FETT6bT fOT7T T 167 FFT {53
fi2aftFffffffiBef 16T T FFTfFfrfFfrf26f T FETTFETTFET 307 T FETf2nffa6T T FET T FEFTFFFfOff 45T a1
FEFfffZef T EfTfffff 27 f3ef T FFTfLdf T EET T FETTFET T T AT AT T2 T EETTFET T AT 0O f127 T FFTTFF
frosffffffoof fffff6fffffffaof fffiffffincff63T I FErffErfFErfFErfFETfFEF{FEFT1BT fOaf 657147
fi7aftffffaLf T ff 11371 Ot fOOf T6Of T FFfT6af f1df T 76T T f1ef T FEFTFETTFETTFETT AT T AT T1OTTFF
FEEfffffrf6a4f T ffff3ef fFfTfFf {5371 797 fBef {387 ffffOBTfO2f f6af 657 T FEff6ff{ffff65T 207125
fiffrfast i ffrfaftifftfact T EEr T FfrfFErfFEriffrfoarfffrifffinarfffiflatfastifErifErifEriff
FEFfffffrfffffffrfFfffffffffffaoff1affobfforffffff1Lff1cffaeffFEffffffaBf{ffffaarffE7{ff
fi7affafti38f T ffffabff6f i ffffffff6cTfa2f 6T ffffaBf f7df T FEF T OB FET T FEF T FFFTOCT T207 T £
fizaff3af fFff T Ffffffff3cffe2f fffff27ffoaff12f L T FEF T FEF T FEF T FFffoa7f 7L7bff724c7s1d72FF
71ff717270f fEeff5c00 fesffs43a 2ffe1ffscsas44edbffaaffaoffaf Ffaf ff2f ff3e6c3c28301e
=2528343az3ff3aff35ff26173502354b = seffaoffzcff4o050 f477e
abffsoffseffadffeatfebff71ff757b771f7713761e 741 73 f747975ff7c7f771777ff
7a2d7as47ctf7effretfrsef 72t f7offeeffecffebbesa3cecresat feaffecaas s6ffe 2
G1ffsoffsf 51 0152635dffodff5ds35d535dffSdffSed4aseTese6852025d5cScffsh ffsaffooff5265571h
Seffoaffszff=25a5128500141 014e3f4dffad4edcffac21ab1o4offa7ffac0a440741FF2f ff221b3c39252d
=7ffasff 8?1ff~069¢f57z¢47¢|07¢|ffza35¢ FF27112700266a2614251F2456224c LT FF LA FF 1L FF1afF
1a75124c1a371a0e1offse7052ff58 5 3
(&l 9caffc35dc763c477c0ff5|415643 =
3e6bzf 70403240 416341 Ff41ff4256. cff3b s
47Ff42594cff41565262550b5a465=FF 7ffc|01c|4dc¢ffc¢ffc|ffc4?cSaff51ff4|ff43ff4aff4cff
4129517e53f 1561750065 FTE0ffES666a695T FE74ff7aff7c3e7f fET {5 fa6T T FET T FET T 74T T £E T T O f T 1
fi30f T Efrfffffffffazt T ffri63t T Ffr {3t FEr i fFrfFErf 23t FEFr T FF1 1337 T 23 fmaf fFEF T FEFTFEFTFF
FEFfffffrfffff6ef i30T {5 fodf fObffadf f5aff3bfffff {42t T FEF T FEF 1187 T 447 {257 2cf TB57T407 162
fi6dff33F T Ffff23f fZbf T FFFfFFFfFEF T AR T AR T FEFfFEFTFEFTFEFTFEff1affoOffadf fFEffOfff707{23
FE7sf T ffrf10f T Ffffn8f fffffffffLfr T fErfFErfFErfFErfFErfFEriferiT7arfGef fFETIFEFIFETIFETTFF
fisoffobffaef faLf fFfffFFffFFffFFFfFEFfFEffaLffadff137f2dffFFff26ffa4fff1sff16ffobf{fff{3d
FT13f T Efr T ffrfffrforrf1of T ffffffriadffFET T FETTFEF T 7O T AT 6ar T 7OT T FEF T FEF T 0BT f2bt{ FF15f
T AT i 2t T AT 3T AT i3 (AT i 3d i I f T I A i i fafffodf (fff i fffi51f { ff{{5ef{3ciiff
ffadffeaff2ff I ffffffffaaff3cf T FET T FETf7ZIEEET T AR T AT fOCT T FETTFETT627 T FFFIn67 i {201 5e

lfffaaesaaea corrupt
6 att 655f ff6f ff6c6965Ff5c3bs31cacffaoffaoadatfacszadffaf adsoffsiffsaffssif

05 F1512155FfaFF707475F£700371 F111FF1 1 F111F17 1657 1FH11FF117b71FF1FFTFFFFTFT7FF
FRRFTFH £ 251 FF1 1011 1111341 1HH1 1 FH 100 143 Foa FIBFF 11627 7bF oct HHFHEFHHEFFEFF1F
081 04 £ 111 507 10 11 f24F 11 f6df £ 11 FFF1FFFFFHF1F7FFF7LF 711 117 FObT £ a4 i 43
f6ef 51F 1621 1 f1df fOff27f fFHffFHffFfffFfffFfffFfffobifffffooffffftFfftFfitFfitFfiFf
FESLEFFHTFFFTFFH1Fabf £ FH1FEH12ef 167 16bTF10fF431 F771 771 FFF1FFFTFFFTTFFTFFFTFLCTT7af T FF
F17bfFEEff2ef faff tHHf112f 576 FEFFTEHTTEFTTEFTTEFTTadffFFFTFEFTFFTIF{7TEBTTFFfT267 1T 26
FLef fHH1F 111707 f281 f£11 311 f3af fF11fFfi5eff00ffLci {741 fLdTFFFTFFFTFFFTfa2iFFFiadi7d
FEEFTF21F £ F11 £41F 5 £55 FF11 £ FF1 11 F1df 517 f7bi {081 f5af 70 £ £ 7 {FFf 137 2633
FEEFTFEHTF15T F151£30F 111351 f2b F11Ff1 281 FFf1f4fifFfif271 1541 511201071 f2bif FFi FF
F6bi £ 11241 321 50F FF11f7bf 70F fFF1FFF1FEFTFEFTFFFTFFFTFEF11FFT6af 7311781201 741 T FF
FEEFTF61F£20F FFH1 11 f0ef 711111701 f3ef {107 f Ff1fLcif471 601 62140130 f 661 FFifFFifFf
ffffff4cffoffffffffffffffffIffffff47fffiff%gff?lff45ff4hffffff2fffg}ffaofflsff4dffffff51

Iff==085:65! iz
Scffsh 52035 ofk4hf1134fff4~ff4Iff4l4c4cff4c544lffJaff
4 2f4_ff4”ff4 ff4lff T £ f30 & z009z:ff2d00000000000000000000000000
OO0ﬂOO00OO00OO00OO00000000000000000000000000OO00OO00OO0ﬂOO0ﬂOO0ﬂ000000000000000000000006
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000C000C000000C000000C0N000000CO0C000C0000C000C000000C00000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000e0C0A000A0CA0000C0NECCAE0CO0COA0CCA0CC0CCA0C00C0000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000C00E00000C0NNDNC0NN0NE00OeC0O000E000000C00000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000C00000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000C00000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000C0000C000000000C000000C0N000AE0CO0C0O0CCA00CE00CA0000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000C0000C0000AR0CAR00ORCONE00AE0CO0COO0CCA0CCO0CC00C00000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000e0C0A000A0CA0000C0NECCAE0CO0COA0CCA0CC0CCA0C00C0000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000C00E00000C0NNDNC0NN0NE00OeC0O000E000000C00000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000C00000000000000000000000000000000000000000C00000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
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Difficulties Capturing the Problem

« The fact that it was silent and random made it almost impossible to
troubleshoot.

« Was not easily reproduceable, therefore, not easy to capture.

« CSCS managed to reproduce the zero-size file by untar issue one time
after over 50,000 attempts, but nothing was seen in the logs

« MeteoSwiss was forced to fsync() almost every write operation in an
attempt to flush the cache
- No discernable effect, other than slowing down I/O

« Most Vexing: Happened on internal Lustre, as well as on the Sonexion!!!
— Lustre versions 1.8.x and 2.0 (Sonexion 1300)

Despite CSCS’ & Cray’s efforts, no serious progress on the case

What next?

© CSCs 2013 20 of 21
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Using the Lustre Mailing Lists

The Lustre mailing lists are a fantastic resource for people using Lustre
— Very quick response time from experienced Lustre engineers
(Andreas Dilger, now with Intel, is the most prominent)

At our wits’ end, a question describing out data corruption issue was sent
to the mailing lists.
— Almost immediately, we received a response from another Cray
user that had experienced almost the exact same problems, with
links to lustre bug reports

This email coincides with sudden renewed interest on the part of Cray

Weekly con-calls were implemented in order to corner the problem
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Finally a Solution

« After more than 10 months of silent data corruption, Cray fast-tracked
some more-than-year-old Lustre patches:

(from the patch readme files)

— Handle network errors during bulk I/0.

— Lookup returns wrong inode following rename by another client
- Modify LND message send/recv rx timeout policy

« As of today, more than 2 months later, there have been no further
incidents of corruption

R " SUCCESS -
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Implications

When a company freezes or forks Lustre, it freezes it
— «Slow>» access to recent bug fixes
- «Even slower» access to recent developements
- E.g. HA failover
— Our bugs

Public mailing lists: to post or not to post?
— CSCS primary duty is to protect MeteoSwiss operations

Other centers around the world can be impacted by these problems
- How many systems are sold to this day without these patches?
- How are customers supposed to know?

Lustre is always advertised as scratch space
- Implying «don’t trust it, it can be lost at any time», but it must still
provide data integrity — «fast vs reliable»
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Example

)
s W8 Are you producing
% ' ) , results with

~ data corruption?

© CSCs 2013 24 of 21



<& _ cscs ETH
\‘ ' Centro Svizzero di Calcolo Scientifico

Eidgendssische Technische Hochschule Ziirich

\' Swiss National Supercomputing Centre Swiss Federal Institute of Technology Zurich

And Real-Time Mission Critical Supercomputing?

Significant and respected scientific results are produced using Lustre

For Real-Time operations, it must work the first time. All the time.

No parallel filesystem is 100% reliable
- But supportability is key, so issues are quickly addressed
— The breach of trust occurs once the first byte of data is lost

Sites must be made aware of major filesystem issues and be given the
opportunity to mitigate
- And reformatting the filesystem is not a viable upgrade path
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How can we make this better?

 For CSCS:
« Acceptance
* Run the entire suite (not IOR)
« Work with Cray to standardize bug reporting
« Consider lobbying within OpenSFS to prioritize supportability

 For Cray:
» Field Notices for critical issues
« Admitting knowledge of a bug to clients is not a weakness
« Consider lobbying within OpenSFS to prioritize supportability
« Back-porting essential
» Closer collaboration with Lustre entities (i.e. Xyratex)
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Thank you for your attention.
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