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Introduction to Kyverno

Background

3CUG 2023



• Kyverno is a Kubernetes-native policy engine.

• Kyverno uses the Kubernetes admission webhook to validate, mutate, and generate 
Kubernetes resources, and verify images. 

• A CLI is available to test and validate policy behavior against resources prior to adding 
them into a cluster.

• Using Kyverno, a central platform team can define policies and ensure the 
configurations are compliant with their security and best practices standards. 

• Kyverno does not require learning a new programming language to define policies – it 
uses declarative manifests like Kubernetes. 

Overview
What is Kyverno?
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Architecture
What is Kyverno?
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Policy Grammar
What is Kyverno?
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Use Cases Transcend Security
What is Kyverno?
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• Kyverno Policy Library: https://kyverno.io/policies/



Sample Validation Policy (1)
What is Kyverno?
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https://kyverno.io/policies/other/block_updates_deletes/block_updates_deletes/



Sample Mutate Policy
What is Kyverno?
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https://kyverno.io/policies/other/add_env_vars_from_cm/add-env-vars-from-cm/



Sample Generate Policy
What is Kyverno?
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https://kyverno.io/policies/other/sync_secrets/sync_secrets/



Sample VerifyImages Policy
What is Kyverno?
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https://kyverno.io/policies/other/verify_image/



DevSecOps Policy Shaping

Integration into CSM
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• Kyverno was added to CSM Distribution in 1.3, along with set of custom mutation 
policies to harden CSM micro-services that were exposed to network ingress.

• In CSM 1.4, OPA Gatekeeper is removed from the CSM Distribution to consolidate policy 
engine use, using Kyverno. Upstream Kyverno polices for auditing Kubernetes Pod Security 
Policies (PSS) were also introduced as the first step towards replacing PSPs, and also 
established a refreshed observability baseline for NIST 800-190 alignement. 

• Prometheus and Grafana integration for Kyverno observability was also introduced in CSM 
1.4, along with an operational mutation policy to shape job TTLs to alleviate storage pressure 
on Kubernetes nodes. 

Feature by Version
Integration into CSM
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Policy Reporting
Integration into CSM
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Prometheus and Grafana Integration
Integration into CSM
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Implement container image signature validation; Replace PSPs

Future Work
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• To improve supply chain security, distribute signatures as OCI artifacts (to Nexus), 
and enable signature validation in Kyverno. Policy must be flexible to allow 
customers to run their own containers (e.g., add keys, exclude certain resources 
from the policy, etc)

• Replace PSPs with PSSs implemented as Kyverno Policy
• Establish an improved governance and observability model for developer 

alignment with NIST 800-190 and related security baseline guidance

Focused Initiatives
Future Work
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