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Background

= Operating a multi-tenant Kubernetes cluster can be very complex

= Based on past experience with fulen, a multi-tenant cluster with multiple VLANs and users with
varying requirements and workflows

= |mprovements were necessary to ensure a greater user experience

= Simplify the deployment of CSCS internal services

= Security and Isolation:
= network isolation should be implemented per cluster or purpose
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Introduction to SUSE Virtualization (Harvester) «(@

Harvester is an open-source hyperconverged infrastructure solution.

= Kubernetes as orchestration engine

= Based on KVM and KubeVirt, which enable virtualization and orchestration of
VMs

= Storage management through Longhorn to provide a persistent storage

= Networking based on Multus enables isolation on multiple VLANs
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Introduction to SUSE Rancher ﬂ

Rancher is an open-source Kubernetes clusters manager.

Centrally manage multiple Kubernetes clusters

= Simplified provisioning and scaling of clusters, node management, and upgrades.

= Strong security features, including role-based access control (RBAC), network policies
and integration with identity providers to enhance security and compliance.

= Rancher has its own Kubernetes distribution called RKE2
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Introduction to ArgoCD -

. . . . . Qrgo
Argo CD is an open-source continuous delivery tool specifically designed for
Kubernetes that follows the GitOps methodology.

= Application deployments are declared using Kubernetes manifests or Helm
charts stored in Git repositories.

= Argo CD then ensures that the actual cluster state matches the desired configuration

= Graphical Ul for visualizing and managing application deployments status.
Additionally, it offers a command-line interface (CLI) for scripting and automation.
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Where we run kubernetes

&, 3 nodes
¢ AMD EPYC 24 cores
% 192G RAM
% 2x 10G NIC (LACP)

8. ~ 50 Downstream RKEZ2 Clusters

¢ SUSE Virtualization
¢ VMWare

¢ Bare Metal

X Alps (HPC)
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Harvester architecture host 1 host 2 host 41

VLAN

& 16 HOStS 22 customO1 Sandbox 02
{customo1|  Sand 2
. Networks e /
X Management (25G) VLAN LA A A A,

666

3¢ VLANSs (100G)

&, Local 7.68 TB NVMe
&, 512G/768G RAM

0. AMD EPYC 64 Cores
&, Management node:

External customer Cluster

Production Cluster

T T sy Loy ////
: master02

ISO Download
Harvester config
DHCP Config

Harvester VLANs Network

3 DHCP Relay for VMs V V vV
3 IPXE Boot Harvester }q___DHCP__
: MGMT node Relay
X 1SO Repository . | | |
¢ Hosts conl o ar b NS / IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII /

Harvester - management VLAN

Harvester - VLAN Network (tagged VLANS)

\):. CSCS Hyper-converged cloud infrastructure at CSCS | 9 E’HZUI’/C/’)
N



Rancher cluster architecture

= RKE2 Cluster
= 3 nodes both master and worker

= Each node is expected to have a
Rancher pod

= kube-vip enables external access to
the UI/API

Node management:
= Node lifecycle through MAAS

= RKEZ2 installed and managed with
Ansible

= Rancher deployment managed with
Helm

Rancher HA Cluster

API/UI
Requests

(RKE2)
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Tenants overview
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laC cluster provisioning

= Declarative approach
s =
Infrastructure as Code (IaC) " Defl ne CI USter

Infrastructure
definitions

| Terraform MAAS | u Node SpeCS
RN manifest deployment ... ... o . .
® cluster creation | | g = Network isolation

ArgoCD Controller :
g _ = Terraform
: . Virtual Cluster 1 2 S :
: 9 s ; . .
s _ = g 5| = Community providers
E -+ Virtual Cluster 2 _E e E E
| ; i 2 = CSCS cluster modules
: | 1 Virtual Cluster 3 0 &
L ~ 2 = Bootstrap RKEZ2 clusters
v £
. !
Rancher |2: (" 3
HA Cluster g < : ........................................ ‘ Virtual Cluster 1 ’ ] E E
B, S 3
| Virtual Cluster 2 ’ S g
@
g
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"/ Bare Metal Cluster 1 =
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GitOps with ArgoCD

name: cluster® = Controller (glt repO)
idefinitions: - ClUSterS
' — app_a E . .
' app_b 5 = Repositories
- :EE_Z E app_a | | app_b - 'IZ\rOjle.CtT.
________ AL L - = Applications
L]
b 0 . .
................. ® owp b | | app.c 2 = ApplicationSets
: cluster2
elomagy . csl
- :Eg-; : = Ingress Controller
Y I PULL SYNC = Certificate Management
_________________________ @ = Observability
| name: ApplicationSet app_f ‘ arp-9 ‘ < App of AppS
. definitions: : § u
i - filebeat i ‘ ApplicationSet ‘ © )
' _ metricbeat | = Declarative deployments

. - metallb i = 750 Applications across 50 clusters
+ — cert-manager :

. — external-dns

. — external-secrets
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Kubernetes clusters common features

. . . VAR N
All clusters deployed have the following common services preconfigured: e <

7 Power DNS
N

= CNI: Cilium \4\
= Service mesh (eBPF) | _@
= Hubble (observability Ul)

07 |[+— external )
: gggﬂffbd t?j ——-ﬂ*@ cacrot external-dns 2
= Ingress controller e et
= Istio (no sidecars) r,----f “"“‘\} L——> cert-manager
=  Started migration to new APl Gateway L LetsEl
= Nginx ( Encrypt ) Ingress ‘\
N observability Gateway 222
= MetalLB B il
= Gratuitous ARP /"‘“\\,,\/
~ cscs %
= Automated DNS and Certs & - A MetallB ——
“observability
= External Secret !;_”_:zluster ") @ ciliom
= For all Vault secrets N @
= Observability agents | SeBPF
* Filebeat and Metricbeat ﬂ
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Crossplane

Open-Source Control Plane

= Manage cloud resources and services
Kubernetes Native

= Extends Kubernetes with cloud-native capabilities
Infrastructure as Code

= Define and manage infrastructure using Kubernetes APl and CRDs
Multi-Cloud Support

= Compatible with AWS, Azure, and more
Declarative API

= Use Kubernetes manifests to describe infrastructure
Composable Infrastructure

= Modular and reusable infrastructure components
Secure and Consistent

= Enforces policies and ensures consistent configurations
Scalable and Extensible

= Easily scales and integrates with other tools

&
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Alpernetes - Kubernetes on Alps

Harvester ALPS
Commodity Hardware HSN Group

; :
: i
; _L; L
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i ]
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' i
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. «——Cross VLAN CNI———> .

pc worker nodes
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Egress

|

] ' 1
k d : : l
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distributed
storage system

Ingress
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Terraform| Ansible manta Infrastructure
: ! definitions
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Kubernetes on alps details Rancher

HA Cluster

= Harvester (DIABLONS) AP

= Master nodes
= Specific workload workers

= |Ingress Controller
= Egress Controller
= Low performance SVC VLAN 66 VLAN 666

SdllH
HTTPS

DIABLONS

= Etc... [nidoo3001 | [nidoo3oo02 - master01
ACLs (OPEN)

= ALPS (H PC) [nid003003] [nid003004] ~ i master02

= Stateless workernodes % [nid003005] [nid003006] master03
3
=
% worker01 worker02
S A A
S A 1" ingresslegress traffic

Infrastructure as Code (IaC)

—— ALPS cli Terraform  f-------eeo--
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Alpernetes - Kubernetes on Alps

CompositeResourceDefinition

control plane cluster

c _____ )

repo creration
push changes
e

_Tested ™~

> GitLab Provider
| O w |
|
. HTTP
Composition Ansible Provider A .
Terraform Provider HTTP Provider
SYNC RN
& Siill TODO
PULL Still not fully
automated N
Claims
_,. — 'z
_______________________ |
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\ ( | vmo1 |«
L > wno1 | J€
vmo2 >
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9
\\).0 CSCS

Hyper-converged cloud infrastructure at CSCS

20

Testing API_._» API
- - operations
Physical Network
ETHzurich



apiVersion: xplank.io/vlalphal
kind: Alpernetes
metadata:
name: demo-hpc
spec:
clustername: demo-hpc
kubernetes_version: v1.30.11+rke2rl
local_auth_endpoint_fqdn: demo-hpc.tds.domain.ch

Crossplane claim example

O 00 O U &b W N =

10 network_vlan: '999"

11 vms_map: |

12 vms:

13 - prefix: "worker"
14 vm_count: 6

15 disk_size: 50

16 cores: 4

17 memory: 8

18 - prefix: "master"
19 vm_count: 3

20 disk_size: 50

21 cores: 4

22 memory: 8

23 #Inventory

24 hpc_workers: |

25 [hpc_worker:vars]

26 ansible_ssh_private_key_file=ansible_ed25519
27 [hpc_worker]

28 nidooeoel

29 nid00eoe2

30 nido0eee3

31 nidooooe4
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Alpernetes use case example

Harvester (VMs)
Commodity Hardware

§ master nodes
-
(=)}

LOX QP I B s

worker nodes

e (label gw=true)
Ollama model repo @
o
........................... c
L |

.
[

@ open-webui pvc

p

worker nodes

)@ open-webui «4----

~

4

model pull
tunneled via CNI

ceph

ALPS (HPC)
HSN Group

o apus

hpc worker node
(label hpc=true)

“GPUs

(label hpc=true)

> Q)
> ollama

hpc worker node\

5

@ ollama pvc

\

local provisioner

A
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Infrastructure upgrade

= Harvester

= Upgrade triggered automatically via the user interface.

= RKE2 upgrade

= Draining one host at a time
* VMs are live migrated

= OS Image replacement

= Rancher

= Ansible managed nodes:
= Drain Kubernetes nodes one by one.

= Reinstall or upgrade the OS
= Rancher

= Upgrade done via Ansible (same playbook used for the installation)

Ellrke?2 version: v1.26.9+rke2r1

= NOTE: Don't skip intermediate minor versions when upgrading, eg. : v1.28.x 2 1.29.x
= ArgoCD

= via Helm
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Downstream clusters upgrade

= Kubernetes
= Required RKEZ2 version can be changed using Terraform

kubernetes_version = "v1.29.2+rke2r1"

S terraform apply
= NOTE: Don't skip intermediate minor versions when upgrading, eg. : v1.28.x 2 1.29.x
= Rancher will handle draining nodes and upgrading

= OS Upgrades

= Harvester nodes (VMs):
= Required OS can be changed using Terraform

image = "default/ubuntu-jammy”

terraform apply
= Ansible managed nodes:

= Drain Kubernetes nodes one by one.
= Reinstall or upgrade the OS based on your requirements
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Conclusion and Usecases

We are running a total of ~50 downstream clusters, with ~300 VMs and ~200 bare metal nodes

Here are some of the Kubernetes clusters:

= dCache Observability cluster

= 16 bare metal nodes = 120 bare metal nodes
* Local NVMe storage

= ~250 pools .
, . = Local Path for Elasticsearch data nodes
) 3\?&.;8(301 F()Z\'/I'i? via Ceph RBD (Total 12PB = Longhorn for all other persistent services
= Central CSCS services
= WLCG Services " Vault
= Jfrog
= Frontier Squid = Gitlab-runners
= With multus and whereabouts (IPAM)
= Nordugrid ARC CEs = HPC Tests

= site-bdii = Multicores cluster
= GH200 cluster on RKE2

\":‘ CSCS Hyper-converged cloud infrastructure at CSCS | 27 E’HZU{'/C’h
N



& cscs ETH:ziurich
\) . Centro Svizzero di Calcolo Scientifico
i 2

Swiss National Supercomputing Centre




Centro Svizzero di Calcolo Scientifico
Swiss National Supercomputing Centre

CSCS ETHzurich
§0

?"mo M

sinpu e f uctou E‘ﬁ e
11, {03 A and «<£0,! ?crmn-r(mw
z{")’ iy o(/ ZAN P TJ_V(V(})

Thank you for your attention.



&_ CsSCSs ETHzlrich
.. Centro Svizzero di Calcolo Scientifico

Swiss National Supercomputing Centre

<

M ranGint {1,820 + !
o and o ?é’rmc‘f‘(/ed)w uchou =3

m
E: PP.VWt):

Backup slides...



Cilium tuning

:127.0.0.1
: 6443
- strict
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Observability

All clusters come with automatically deployed logs and metrics collectors (ArgoCD ApplicationSet),
which send everything to our central Observability Infrastructure.

Currently we are using Elastic Beats

= Autodiscovery
= Triggered on New, Modified and Deleted pod
= Hint based

= Configure Beat modules via pod Annotations:

: ""S{data.host}:9404"
: /metrics
: collector

: prometheus

: kafka
: data_stream
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GitOps with ArgoCD

! name: ApplicationSet

| — eck-operator

! - metricbeat

| - metallb

3 — cert-manager
| - external-dns
5 - external-secrets

' — namespace: casel
definitions:
- logstash
- kibana
- elasticsearch

"~ namespace: case2
definitions:
- logstash
- kibana
- elasticsearch

' - namespace: case3
definitions:
- logstash
- kibana
- elasticsearch

9
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definitions:

- filebeat

i definitions:
- logstash

= kibana

i - elasticsearch |

i name: clusterl (//‘K\\\\\\\\

i definitions: :
E— logstash

i - kibana :
e elasticsearch:
- grafana

®

oo )}
Ename: clustergil

e \/ﬁ%

Iname: SOLE
' definitions:

. - logstash

. - kibana :
i - elasticsearch!
- kafka

- grafana

= jupyterhub
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| A

o namespace: casel
Logstash Kibana
B - L o i
f Logstash i
| Beats  Elasticsearch ECKOp 4 9 Kibana

:
; -
:

:

;

Elasticsearch

A

namespace: case2

-
Logstash Kibana ; '
_ r - A
/V_ ' - Gﬁuc -+ --> Logstash Kibana
SYNC Beats ~ Elasticsearch ECKOp EcKOp : wyr
3 Elasticsearch
- I.‘ """"" namespace: case3
\ e A
SYNG Y Logstash Kibana
L -
e Elasticsearch
K = Application definitions
WE Kibana = Each cluster has its own Git repo with all

Logstash

s
Jupyter
o

b G)

Grafana

application manifests (HELM or pure k8s
manifests)

ApplicationSet

= Common applications can be deployed on all
clusters or on clusters with specific labels
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Backup slide: Elastic Stack flow

> \ |
Logstash \ rd
+ " Grafana
» D

Kafka Elasticsearch - '
Elastic Beat |

' Kibana
[ ]

APM
Server

Elastic Beat

—_—

APM

\‘:. CSCS Hyper-converged cloud infrastructure at CSCS | 35 E'qurich
N



	Slide 1: Hyper-converged cloud infrastructure at CSCS
	Slide 2: Background
	Slide 3: Introducing Key Components
	Slide 4: Introduction to SUSE Virtualization (Harvester)
	Slide 5: Introduction to SUSE Rancher
	Slide 6: Introduction to ArgoCD
	Slide 7: Hyperconverged Cloud Infrastructure at CSCS
	Slide 8: Where we run kubernetes
	Slide 9: Harvester architecture
	Slide 10: Rancher cluster architecture
	Slide 11: Tenants overview
	Slide 12: Infrastructure as a code and GitOps
	Slide 13: IaC cluster provisioning
	Slide 15: GitOps with ArgoCD
	Slide 16: Kubernetes clusters common features
	Slide 17: Crossplane
	Slide 18: Alpernetes - Kubernetes on Alps
	Slide 19: Kubernetes on alps details
	Slide 20: Alpernetes - Kubernetes on Alps
	Slide 21: Crossplane claim example
	Slide 22: Alpernetes use case example
	Slide 23: Operations
	Slide 24: Infrastructure upgrade
	Slide 25: Downstream clusters upgrade
	Slide 26: Use cases
	Slide 27: Conclusion and Usecases
	Slide 28
	Slide 29: Thank you for your attention.
	Slide 30: Backup slides…
	Slide 31: Cilium tuning
	Slide 32: Observability backup slides...
	Slide 33: Observability
	Slide 34: GitOps with ArgoCD
	Slide 35: Backup slide: Elastic Stack flow

