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Abstract
The convergence of traditional HPC systems with AI increases
expectations for supercomputing sites to deliver new capabilities
(beyond traditional batch scheduling, single tenancy, and bare-metal
application deployment methodologies) for more dynamic provi-
sioning. Convergence with enterprise cloud computing techniques
such as containerized applications and Kubernetes have become
a priority. But transitioning high-performance computing (HPC)
environments and applications to Kubernetes is complex because
of the critical requirement to maintain low-latency networking
for high-performance. In this context, we have HPE Slingshot, a
modern high-performance interconnect for HPC and AI clusters
that delivers industry-leading performance, bandwidth, and low-
latency for HPC, AI/ML, and data analytics applications through
its innovations in the fabric that overcome congestion and its in-
novations in the NIC to significantly offload communications and
message processing from the hosts. Because HPE Slingshot NICs
run native Ethernet alongside an optimized RDMA transport using
a connectionless protocol, ensuring that the RDMA transport is
operating as intended is critical to delivering the high performance
expected in HPC and AI. This requires careful configuration of
Kubernetes because if not configured, the system can fall back to
standard TCP/IP over Ethernet instead of achieving the expected
HPC and AI RDMA performance. Our proposed solution for proper
Kubernetes configuration is composed of a number of Kubernetes
components such as device plugins, CNIs, Operator, and Admission
Policies. These contributions represent a significant advancement
in deploying and operating HPC applications within containerized
environments and offering a robust framework for future develop-
ments in distributed computing, ensuring both high performance
and ease of management for the continuing convergence of HPC/AI
and cloud computing and the coming transition from siloed HPC
interconnects to interoperable Ultra-Ethernet transport.

CCS Concepts
• Computer systems organization→ Cloud computing; •Gen-
eral and reference → Design; • Networks → Cloud computing; •
Software and its engineering→ Software libraries and reposi-
tories; • Applied computing→ Enterprise computing infras-
tructures.
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1 Introduction and Background
The increasing demand for complex Artificial Intelligence (AI) and
Machine Learning (ML) workflows in HPC is driving a shift toward
containerized applications and Kubernetes orchestration. Tradition-
ally, HPC systems have focused on maximizing performance for
numerical simulations on bare metal hardware using specialized
tools like MPI [8]. However, with the rising demand for diverse
scientific workflows incorporating AI/ML, data analytics, and in-
situ visualization, managing complex software dependencies and
configurations on bare-metal systems has become increasingly in-
sufficient. Containers, operating at the OS level via namespaces,
provide safe and lightweight virtualization and isolation, enabling
researchers to package applications and dependencies into portable
and reproducible units [7]. These units, usually called images, are
widely available through private or public registries such as Docker-
hub, NVIDIA NGC, Hugging face, etc. [11].

Managing the container lifecycle can be a challenging task. The
many steps and components of this process make it error-prone.
Users must manually execute complex command line operations,
configure networking plumbing, manage storage bindings, and
handle version updates, potentially leading to inconsistencies and
deployment issues, especially in large-scale HPC environments [3].

Kubernetes enhances container management by orchestrating
deployment, scaling, and networking and offering a robust platform
for deploying andmanaging complex scientific applications on HPC
systems. In this paper, we propose new Kubernetes components for
deploying pods in an HPE Slingshot environment. These compo-
nents can be roughly summarized as a device plugin for the device
allocation, a set of CNIs (Container Network Interface) for the net-
work interface management, an Operator for managing the NIC
(Network Interface Card) resources, and a Helm Chart for installa-
tions and versioning management. The device plugin and CNIs are
currently available in an alpha version, and are able to fulfill the
requirements listed in Section 2. Their implementation, along with
the Slingshot Kubernetes Operator, is described in Section 3. The
deployment of the current released Slingshot Kubernetes solution
is detailed in Section 4, and the limitations of the current solution
(partially related to the partial release - lacking the Operator) are
discussed in Section 5. Finally, the reader can find the conclusion
and acknowledgments in Sections 6 and 7, respectively.
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2 Design Requirements
Here, we outline the design requirements for a robust and per-
formant Kubernetes experience on top of the HPE Slingshot NIC
architecture.

• DeviceDiscovery andManagement. The solution requires
a robust mechanism to automatically discover and manage
new devices and nodes attached to the Kubernetes cluster.
The system should be able to identify the device type, avail-
able resources, and any specific configuration requirements.
This is crucial for enabling efficient scheduling and allocation
of device resources to appropriate workloads.

• Resource Allocation. The solution must also be able to
effectively allocate device resources to containers, ensuring
that workloads requesting specific devices are scheduled on
nodes equipped with those devices [1]. This involves extend-
ing Kubernetes resource management capabilities to include
device-specific resources and constraints in scheduling deci-
sions.

• Performance and Isolation. For high-performance com-
puting workloads, minimizing overhead and ensuring per-
formance isolation are critical [14]. The device integration
mechanisms should be designed to minimize latency and
ensure that device access does not negatively impact the
performance of other workloads running on the same node.

• Multiple Network Interfaces. Dense HPC clusters usually
have multiple NICs per node, but Kubernetes Networking
defaults to one interface per container [9]. Multiple network
interfaces are required to exploit all available resources in
the cluster.

• Support RDMA. A dedicated interface for inter-node com-
munication using RDMA, bypassing the overlay network for
low latency and high bandwidth.

• Security. Secure access to devices is of uppermost impor-
tance, especially in multi-tenant environments where dif-
ferent users or workloads may share the same device. Both
Kubernetes [12] and HPE Slingshot [5] enforce multiple lev-
els of security policies, and these policies must be complied
with.

• Monitoring and Troubleshooting. Effective monitoring
and troubleshooting tools are essential for diagnosing and
resolving issues related to device usage and performance [13].
Kubernetes must periodically obtain insights into the device
utilization, health status, and any potential errors or conflicts
to aid in debugging and optimization.

3 Implementation
To fulfill the requirements listed in the previous section, we propose
an architecture composed of several elements: (i) a device plugin for
device allocation and management, (ii) a specific set of Container
Network Plugins (CNIs) to handle the pods’ networking plumbing,
(iii) a centralized controller for resources management, and (iv) base
images to support both admin and user applications.

The main task of the device plug-in for the proposed design
is to provide the pod with all required CXI drivers, libraries, and
environment variables. Meanwhile, the CNIs enable the Linux net-
work interfaces in the pod, as well as the network management and

Table 1: List of main Kubernetes components in the HPE
Slingshot K8s solution.

Component Role
Slingshot Operatora Manage CXI resources.
CXI CRD Describe CXI resources.
CXI device-plugin Manage CXI device allocation.
IPVLAN CNI Virtual Network in the host.
Multus CNI Multiple Linux Network interfaces.
Whereabouts CNI Cluster-aware IP management.
Admission Policies Network automatic annotations.

aSlingshot Operator is currently under development and expected to be released in
the first semester of 2025.

the connections between pods, containers, and the host machine.
There is no explicit communication between the device plugin and
the CNIs. Thus, admission policies are in place to trigger the CNIs
during pod creation. Lastly, the role of the centralized controller
(referred to here as the Slingshot Operator) is to configure the right
NIC level resource pools, such as TX/RX profiles and VNI tags.
Table 1 lists all the main Kubernetes components described in this
section.

Figure 1: Slingshot Kubernetes components during pod cre-
ation process.

Figure 1 illustrates the Slingshot Kubernetes components in
operation during the pod creation process. Upon receiving the pod
creation request, the KubeAPI will initiate the creation workflow
(not fully depicted in the figure for the sake of simplicity), whichwill
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ultimately reach the node’s Kubelet. The Kubelet will then interact
with the cxi-k8s-device-plugin to allocate the necessary resources.
Once the pod is registered in the Kubernetes etcd database, the
Slingshot Operator is notified and will configure the HPE Slingshot
fabric resources within the pod/host, including Virtual Network
Interfaces (VNIs) and resource pools.

3.1 The CXI device plugin
A Kubernetes device plugin is a specialized component that al-
lows Kubernetes to manage and utilize hardware resources that
require vendor-specific setups, such as GPUs, FPGAs, and high-
performance NICs. These plugins enable Kubernetes to extend its
capabilities beyond the default supported hardware (vCPU/vMEM),
making it more adaptable to the underlay infrastructure. Device
plugins run on each node with the corresponding hardware; thus,
they are often deployed as K8s daemonSets. They usually communi-
cate with the Kubelet via a gRPC service, registering the hardware
resources and making them available for scheduling and allocation
to pods. Kubernetes device plugins are flexible enough to support
a variety of vendor-specific requirements, but they should at least
perform the following roles:

• Register hardware resources and make them available for
scheduling.

• Provide the device requirements to Kubelet during pod cre-
ation/resource allocation.

• Continuously run health checks on the node and report the
device(s) status back to Kubernetes.

Figure 2: cxi-k8s-device-plugin lifecycle.

The lifecycle of the K8s device plugin is constituted of threemajor
events/phases: registration, listening, and allocation. Upon instal-
lation of the cxi-k8s-device-plugin, the plugin will ascertain the
number of available CXI devices on the host machine and promptly
communicate this information to the Kubelet (Registration). Once
the Kubelet is informed of the new resources, it will invoke the

KubeApi to register these resources. Subsequently, the device plu-
gin will continuously monitor Kubelet’s health check requests and
update the device status within the Kubernetes (K8s) environment
(Listening). When the KubeApi receives a new pod creation re-
quest, and following the completion of all K8s security checks,
the KubeScheduler will identify nodes with sufficient available
resources and allocate the new pod to an appropriate node. The
Kubelet will then be activated and will request the device list and re-
sources from the device plugin (Allocation). Figure 2 illustrates the
sequence diagram for the three phases of the cxi-k8s-device-plugin
lifecycle.

During pod creation, if the referred pod manifest has a resource
allocation matching the namespace advertised by the device plugin
and the node has enough available resources, Kubelet will trigger an
allocate call to obtain the required information for pod deployment.
Then, cxi-k8s-device-plugin will reply to this call with an object
of type ContainerAllocateReponse [10], which contains all the
device-related information, as described in the following Go code
snippet.

type Con t a i n e rA l l o c a t eRe s pon s e s t ruc t {
/ / L i s t o f env i r onmen t v a r i a b l e
/ / t o be s e t i n t h e c o n t a i n e r t o a c c e s s
/ / one o f more d e v i c e s .
Envs map[ s t r ing ] s t r ing ``

/ / Mounts f o r t h e c o n t a i n e r .
Mounts [ ] ∗ Mount

/ / D e v i c e s f o r t h e c o n t a i n e r .
Dev i ce s [ ] ∗ Dev iceSpec

/ / C o n t a i n e r a n n o t a t i o n s
/ / t o p a s s t o t h e c o n t a i n e r run t ime
Annota t i ons map[ s t r ing ] s t r ing ``

}

3.2 Network Plugin
The cxi-k8s-device-plugin, similar to other device plugins, is re-
sponsible for providing the functional requirements necessary for
the pod/container to access and utilize the host device. This en-
compasses drivers, libraries, and any other essential components
for the device. In the specific case of a Network Interface Card
(NIC) device, containerized applications may require more than
just the device being available within the pod/container. At a min-
imum, they will require a network interface to connect to other
subnets, which could be either an internal Kubernetes network or
an external subnet.

In order to provide this infrastructure to Kubernetes, we take ad-
vantage of a series of CNI plugins, admission policies, and network
attachment definitions, as described below.

3.2.1 IPVLAN CNI. IPVLAN CNI is the CNI implementation of
a Linux IPVLAN network and it is utilized to virtualize the host
interface, thereby enabling the creation of new virtual interfaces
within the container. Unlike MACVLAN, IPVLAN networks share
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Figure 3: Slingshot Kubernetes network components.

the same Media Access Control (MAC) address, utilizing Layer 3
(L3) for multiplexing and demultiplexing among the virtual net-
work interfaces. The kernel driver examines the IP address of each
packet to determine the appropriate virtual interface for packet
processing [2].

3.2.2 Multus CNI. Multus CNI is a CNI plugin for Kubernetes
that facilitates the attachment of multiple network interfaces to
pods. Typically, in Kubernetes, each pod is provisioned with a single
network interface (excluding the loopback interface). However, with
Multus, it is possible to create a pod with multiple interfaces. This
functionality is achieved by Multus operating as a "meta-plugin," a
CNI plugin capable of invoking multiple other CNI plugins. Here,
Multus CNI is used to create the virtual hsn network interfaces
inside the pod/container.

3.2.3 Whereabouts CNI. The Whereabouts CNI is responsible for
managing dynamic IP address assignments for the pods within a
cluster by using the Whereabouts IP Address Management (IPAM)
solution. It ensures that each pod’s network interface gets a unique
IP address from the specified IP address range. It also handles IP
address releases when pods are deleted or scaled down.

3.2.4 Network Attachment Definitions. It is important to note that
while Multus will create new network interfaces, these interfaces
will not necessarily be part of the default Kubernetes network. Net-
work Attachment Definitions (NADs) can be employed to declare
new subnets to which these interfaces will belong. Below is an
example of how to describe a Slingshot Kubernetes NAD.

ap iVe r s i on : " k8s . c n i . c n c f . i o / v1 "
k ind : Ne tworkAt t a chmentDe f in i t i on
metadata :

name : hsn0 − i p v l a n
spec :

c o n f i g : ' {

" c n iV e r s i on " : " 0 . 3 . 1 " ,
" type " : " i p v l a n " ,
" mas te r " : " hsn0 " ,
"mode " : " l 2 " ,
" ipam " : {

" type " : " whereabouts " ,
" range " : " 1 0 . 1 0 . 1 0 . 1 / 2 8 "

}
} '

The metadata name is the major reference to the NAD. It will
be used by Multus to set up the additional interfaces in the pod.
The spec.config field holds all major networking configurations,
including the CNI to be used (type) and information about which in-
terface in the host should be used (master). In spec.config.ipam,
we specify the Whereabouts IP Address Management (IPAM).

3.2.5 Mutating Admission Policies. Mutating Admission Policies
(MAPs) offer a declarative method to modify the pod definition
right before the pod creation. Highly configurable, these policies
enable authors to create parameterized and resource-scoped policies
tailored to the requirements of cluster administrators. In the context
of Kubernetes support for HPE Slingshot, Mutating Admission
Policies are employed to include metadata annotations into the
pod/container manifest. These annotations will trigger Multus CNI
to create extra network interfaces in the pod/container.

3.3 Slingshot Operator
Kubernetes operators are software extensions that utilize custom
resources to manage applications and their components. They lever-
age the Kubernetes API to monitor the state of the application and
make real-time adjustments to ensure optimal performance. By
defining custom resources and controllers, operators facilitate the
automation of operational tasks that would otherwise require man-
ual intervention, thereby enhancing the reliability and efficiency of
managing Kubernetes-native applications. Further information on
operators can be found in the Kubernetes Operator documentation.

The primary purpose of the Slingshot Operator is to manage
the Remote Direct Memory Access (RDMA) security features of
HPE Slingshot, similar to those found in the SLURM Slingshot
"Plug-in" (that acts as the privileged entity to configure the NIC
resources on compute nodes in a SLURM managed cluster). For
example, using the HPE Slingshot NIC RDMA packet label security
feature necessitates configuration of the Cassini Network Interface
Card (NIC) for each pod/container on every compute node where
the distributed application will execute. This NIC configuration
must be performed by a privileged entity on the compute node,
as it cannot be incorporated into the pod launch process, which
operates under Kubernetes user Role-Based Access Control (RBAC)
privileges. Additionally, due to the flexibility of the operator pattern,
the role of the Slingshot Operator may be expanded as new features
are developed.

The Slingshot Operator consists of two primary components:

(1) The controller, which is responsible for managing the avail-
able Virtual Network IDs and monitoring the creation, dele-
tion, and update of Kubernetes (K8s) pods.
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(2) The configuration repository, represented by a Custom Re-
source Definition (CRD).

During the installation of the Kubernetes Slingshot support com-
ponents, the Kubernetes cluster administrator will instantiate a
new object to hold the default configuration values (an instance
of the CRD). The administrator will also instantiate the Slingshot
Controller, which adheres to the operator design pattern. This Con-
troller will monitor the state of the K8s cluster and, upon the cre-
ation, deletion, or update of a pod, will determine if the pod requires
CXI fabric resources (see Figure 1). If so, the Controller will request
the necessary configurations from the configuration repository and
apply them to the new pod (post-creation) or release the VNI ID
(post-deletion).

Although Slingshot Operator is currently in development, users
can use HPE Slingshot on Kubernetes now. As mentioned before,
the major role of the Operator is to manage the security policies
related to RDMA traffic. Enabling the default cxi service in the
host node would let pods/containers share the same VNI ID which
allows the traffic through Slingshot fabric.

4 Deployment
This section address the installation and deployment of the Sling-
shot solution for Kubernetes. Since this deployment effectively
happens in two moments, the infrastructure building and pods
deployment, this section was conveniently divided into two subsec-
tions: deployment for system administrators and the deployment
for final users.

4.1 For System Administrators
The device plugin is publicly available in [4], and the HPE Slingshot
team released an application note for guidance on the cxi-k8s-
device-plugin installation [6]. Both the repository and the appli-
cation note have detailed steps for installation, and we strongly
suggest the read of these documents before installation. They are
constantly reviewed and up to date with the most recent releases.

Here, we briefly list the steps, for more detailed instructions :
(1) [optional] If you are not running Slingshot Controller, disable

CXI Services for each CXI NIC in Kubernetes nodes.
(2) Enable Mutating Admission Policy in the Kube API Server.
(3) Install Multus CNI.
(4) Install Whereabouts CNI.
(5) Install Network Attachment Definition.
(6) Install Mutating Admission Policies.
(7) Install cxi-k8s-device-plugin (usually by deploying hpecxi-

device-plugin-ds Kubernetes daemonsets).
(8) Deploy Slingshot Controller.
In the future, we intend to create a Helm Chart to simplify the

deployment and management of the Slingshot K8s components.
Beyond the installation process, it would facilitate updates by man-
aging releases and rollbacks, handling dependencies between appli-
cations, and enabling version control for your Kubernetes resources.

4.2 For Users
The Slingshot Kubernetes Solutionwas designed to enable a straight-
forward deployment of CXI-enabled pods by the final user. Provided

that all Kubernetes components are running and in a healthy state
and the cluster has nodes with enough available CXI resources,
the user must only state on the YAML manifest the requests (and
preferably the limits) for CXI devices in the new component. Below,
we show a pod manifest file as an example:

a p iVe r s i on : v1
k ind : Pod
metadata :

name : cx i −example
l a b e l s :

app : example
spec :

c o n t a i n e r s :
− name : cx i −example − c on t a i n e r

image : busybox
command :

− s l e e p
− " 3 6 0 0 "

r e s o u r c e s :
r e q u e s t s :

b e t a . hpe . com / c x i : 4 # Four NICs
l i m i t s :

b e t a . hpe . com / c x i : 4 # Four NICs

Notice the only fields added to this manifest were the hsn re-
quests in the spec.containers.resources.

5 Limitations
The current release is composed of the device plugin and a set of
CNIs. It is in alpha version, and specific design decisions imple-
mented for this initial release have resulted in restricted features
and limitations in the usage of HPE Slingshot fabric in Kubernetes.

5.1 No Shared CXI Devices across pods
Although the HPE Slingshot Network Interface Card (NIC) is ca-
pable of sharing its resources across multiple jobs/processes, this
behavior is not expected for the first release of the Slingshot Ku-
bernetes Operator. In its first release, the Slingshot Operator is
expected to deal with pod/container and a NIC as a 1 : 𝑛 (where 𝑛
is an integer, −1 < 𝑛 < 5) relationship. This means that each pod
has the CXI device fully allocated to its workload. The processes
running inside the pod may share CXI resources, though, similar to
what is commonly seen in HPC workloads. This limitation will be
addressed in future versions of the Slingshot Operator. If the user
requires shared resources between pods in the meantime, they may
enable the default cxi service, as mentioned in Section 3.3.

5.2 Full Load Always
At present, we support only the full allocation of all CXI devices in
the node for a single pod. This restriction is related to the Kuber-
netes pod creation workflow and the role of Mutating Admission
Policies (MAPs) within it. MAPs are verified and applied to the new
component manifest immediately after the authentication process
and before it reaches the Kubernetes etcd database. This means
that the CXI-related information created by the device plugin is
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not present in the request at this stage. At this point, Kubernetes is
only aware of the user’s intention to have CXI devices available in
the pod and the quantity being requested. Consequently, neither
MAP nor etcd has any means to identify which CXI devices are
available and provided by the device plugin. For example, if a user
requests two CXI NICs, the MAP policy cannot specify which de-
vice will be allocated to the pod, making it impossible to inform
Multus CNI which network interfaces should be created. This is an
undesirable behavior, and we intend to address this requirement in
future versions of the cxi-k8s-device-plugin.

5.3 Software Versioning
As detailed in Section 3.1, the cxi-k8s-device-plugin mounts
all necessary HPE Slingshot components from the host into the
pod. This includes drivers, libraries, environment variables, and
other elements required for accessing HPE Slingshot’s high-speed
networking. The Slingshot Kubernetes solution depends on these
host components and assumes they are correctly installed and up
to date. While this approach ensures an operational software stack
within the pod by replicating the node, it introduces a potential
challenge: certain upper-layer components may require specific
underlay software versions. This issue is particularly relevant for
Libfabric-dependent components, such as MPI, NCCL, and RCCL.
If these components were compiled against a newer version of
Libfabric than what is available on the host node, the pod’s OFI may
lack the necessary API endpoints. The HPE team recognizes this
as a liability of the Slingshot Kubernetes solution and is actively
working to address it. Meanwhile, several workarounds can be
implemented to fix the versioning between the image and the pod.

6 Conclusion
As an acknowledgment of the recent increase in Kubernetes interest
by the supercomputing community, we propose an HPE Slingshot
solution for the Kubernetes Ecosystem in this paper. While yet in
its alpha release, it has already been deployed and tested in different
systems under diverse user cases with distinct requirements. The
solution proposed here is composed of a device plugin for device
discovery, allocation, and monitoring, and a number CNI plugins
for network interface management. These components are avail-
able today to enable Kubernetes clusters on HPE Slingshot fabrics.
Additional components are also part of the proposed solution and
in development, including the Slingshot Operator and the Helm
chart for automatic node labeling and cluster deployment. Together,
these components intend to create a more robust, manageable, and
safe environment for Kubernetes clusters running on top of HPE
Slingshot high-speed fabrics.
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